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Executive Summary
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Executive Summary
THE PANDEMIC, along with current 
economic and societal upheavals, 
has turbo-boosted the enormous, 
rapid adoption of cloud technologies. 
Today, nearly 70% of organizations 
host more than half their workloads 
in the cloud, up from just 31% in 20201.  
As cloud migration continues, many 
organizations struggle with application 
development security. Our research that 
includes regularly engaging with and 
interviewing security, DevOps technical 
and line-of-business leadership across

risks facing organizations as they adopt 
cloud-native approaches to application 
development and deployment:

1The State of Cloud Native Security Report 2022

Application 
vulnerabilities

Cloud-Native Vulnerabilities

Infrastructure

Malware

Overprovisioned
access

Insecure APIs
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While these challenges are familiar, 
cloud-native software development 
requires new protections. Cloud-native 
development requires you to rethink 
your approach to security. Adopting a 
“shift left” approach toward security 
as well as DevSecOps methodologies is 
helping top-performing organizations 
successfully deploy cloud applications 
and services. 

There isn’t a single approach to 
decreasing the risk of cloud-native 

of cloud-native development, including 
faster development times at reduced 
costs with security. We recommend:

Best Practices
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team mindset

with a platform 
approach

native tools and 

 
security

across all data and 
workloads
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63%

of Rapid Expanders who 
successfully expanded 

their cloud adoption also 
integrated DevSecOps 

principles.
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Introduction
Increasingly, businesses are 
adopting or accelerating cloud-
native software development, 
hoping to gain the speed 
and continuous improvement 
needed to drive strategic digital 
transformation, application 
modernization, and greater 
competitiveness. The vast majority 
of applications are expected to be 
cloud-native by 2025. 
While cloud architectures can deliver application velocity 
and agility, organizations making the transition are learning 

In the cloud, continuous integration practices can shorten 
 

 
Source: www.paloaltonetworks.com/resources/research/state-of-cloud-native-security-2022
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understanding the crucial role that DevSecOps can play 

Designing security into applications at every stage helps 
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UNDERSTANDING CLOUD-NATIVE SECURITY: 

CONTAINERIZED. A 

applications that is 

applications can be 
densely packed using 
a standard container 

DYNAMICALLY 
MANAGED. A 

to discover, deploy 
and scale (up and 

MICROSERVICES-
ORIENTED. This method 
decomposes the 
application into modular, 
independent services 
that interact through 
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CLOUD-NATIVE SECURITY 

CLOUD-NATIVE PROTECTION PLATFORMS 
(CNAPP) 

silos, helping DevOps, SecOps and cloud 

DEVSECOPS 
Rather than keeping development, 
operations and security separate, 
DevSecOps combines them into a single 

tested code, designed securely and delivered more 

Although DevSecOps is largely about corporate culture 

Figure 1
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Risk One

1
of third-party 

container 
applications 

deployed in cloud 
infrastructure 
were found to 
contain known 
vulnerabilities

contain at least 
one “critical”

or “high” 
vulnerability
in the images
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Application
Vulnerabilities

96%
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depends on multiple 

helm charts

Each image depends 
on multiple app 
packages

Each helm chart 
depends on multiple 
container images

Storage VPC Kubernetes

CLOUD INFRASTRUCTURE PROVISIONING

CLOUD RESOURCES

CHARTS

PACKAGES

CONTAINER IMAGE INSTANTIATION

KUBERNETES APPLICATION DEPLOYMENT

Image 1 Image 2

Figure 2: Chain of dependencies in a modern cloud-native 
application
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may seem like a mistake easily 

only increasing, thanks to rapid 

immediately alert DevOps teams to a 

21% of the security 
scans run against 
the large SaaS 
provider’s customer’s 
development 
environment resulted 

vulnerabilities (industry 
average 20%)
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Risk Three
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Malware

An in-depth look into Docker Hub found 30 
malicious images 

downloaded 20 million 
times
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Overprovisioned access

Overprovisioned access opens your organization 

to enable your security organization to ensure 
that no employee, partner or customer has access 

that 99% of cloud users, roles, 
services and resources were 

granted excessive permissions.
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Insecure APIs

Poor API security across applications and systems puts your 
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Best Practices

AS A TEAM SPORT. Security needs to be 

Sky, Europe’s leading media and entertainment company 

WITH A PLATFORM APPROACH.  DevSecOps 
integration and security automation 
are necessary components to achieving 

Organizations that 
tightly integrate 
DevSecOps principles 
are over 7X more 
likely to have strong 
or very strong security 
posture. 
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TECHNOLOGY DESIGNED FOR CLOUD-
NATIVE DEVELOPMENT. 

monitoring, service registry and service discovery, dynamic 

environments needs the ability to scan container images 

NATIVE ENVIRONMENT. Traditional 

Automation is essential to complex distributed systems 

83%
using DevSecOps in rapid cloud 
expansion 

vendors
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VENDORS WITH UNIFIED MANAGEMENT. 

You need a solution that can use your cloud providers’ APIs 

17

COMMISSIONED BY



About Us

18

COMMISSIONED BY

Research
Techstrong Research
technologies that drive business outcomes and provide 

leading technologies such as DevOps, cloud, data and AI/ML, 

Techstrong Research is relentlessly focused on the business 
outcomes of disruptive technologies.
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